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To require congressional notification prior to payments of Department of
State rewards using cryptocurrencies, authorize the appointment of a
Director of Digital Currency Security in the Office of KEconomic Sanc-
tions Policy and Implementation of the Department of State, and for
other purposes.

IN THE HOUSE OF REPRESENTATIVES

MarcH 31, 2022
Mr. MEEKS (for himself and Mr. McCAUL) introduced the following bill; which
was referred to the Committee on Foreign Affairs, and in addition to the
Committee on Financial Services, for a period to be subsequently deter-
mined by the Speaker, in each case for consideration of such provisions
as fall within the jurisdiction of the committee concerned

A BILL

To require congressional notification prior to payments of
Department of State rewards using cryptocurrencies, au-
thorize the appointment of a Director of Digital Currency
Security in the Office of Economic Sanctions Policy and
Implementation of the Department of State, and for

other purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the Unated States of America in Congress assembled,



1 SECTION 1. SHORT TITLE.

2

This Act may be cited as the “Russia Cryptocurrency

3 Transparency Act’”.

4 SEC. 2. FINDINGS.
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Congress finds the following:

(1) On February 24, 2022, the Government of
the Russian Federation, led by Vladimir Putin,
launched an wunprovoked, full-scale invasion of
Ukraine.

(2) This unprovoked act of aggression violates
Ukraine’s right to independence, sovereignty, and
territorial integrity, and constitutes an emergency in
international relations.

(3) The invasion by the Government of the
Russian Federation of Ukraine caused significant
displacement in Ukraine and triggered a broader hu-
manitarian crisis in Europe.

(4) On March 23, 2022, the Department of
State released a statement assessing that the Rus-
sian Armed Forces committed war crimes by launch-
ing indiseriminate attacks on civilians and non-mili-
tary infrastructure, including apartment buildings,
schools, and hospitals, leaving thousands of innocent
civilians killed or wounded.

(5) The United Nations Office for Coordination

of Humanitarian Affairs has projected that, over the
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3
next three months, 12,000,000 people living in
Ukraine  will need humanitarian  assistance,
6,700,000 people will be internally displaced, and
4,000,000 people will flee Ukraine.

(6) Rapid humanitarian assistance is necessary
across sectors to address the needs of refugees and
internally displaced persons from Ukraine.

(7) Cryptocurrency has been used as an effec-
tive cross-border payment tool to send millions to
the Ukrainian Government, Ukrainian army, and
Ukrainian refugees with limited access to financial
services.

(8) In response to the war of aggression by the
Government of the Russian Federation, the United
States has imposed an array of sanctions, cutting off
major Russian financial institutions from Western
markets and freezing the assets of numerous Rus-
sian oligarchs.

(9) Given the growing development and adop-
tion of blockchain technologies and digital cur-
rencies, there are increasing concerns that digital as-
sets, such as cryptocurrencies, may be used to cir-
cumvent the United States sanctions regime, as well

as those of foreign countries.
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SEC. 3. CONGRESSIONAL NOTIFICATION FOR REWARDS

PAID USING CRYPTOCURRENCIES.

(a) IN GENERAL.—Section 36(e)(6) of the State De-
partment Basic Authorities Act of 1956 (22 U.S.C.
2708(e)(6)) is amended by adding at the end the following
new sentence: “Not later than 15 days before making a
reward in a form that includes cryptocurrency, the Sec-
retary of State shall notify the Committee on Foreign Af-
fairs of the House of Representatives and the Committee
on Foreign Relations of the Senate of such form for the
reward.”

(b) REPORT.—Not later than 180 days after the date
of the enactment of this Act, the Secretary of State shall
submit to the Committee on Foreign Affairs of the House
of Representatives and the Committee on Foreign Rela-
tions of the Senate a report on the use of eryptocurrency
as a part of the Department of State Rewards program
established under section 36(a) of the State Department
Basie Authorities Act of 1956 (22 U.S.C. 2708(a)) that—

(1) justifies any determination of the Secretary
to make rewards under such program in a form that
includes eryptocurrencys;

(2) lists each cryptocurrency payment made
under such program as of the date of the submission

of the report;

*HR 7338 IH



O o0 N N W BB W

O TN NG TN N T NG I NG I N6 B S e e T e e T e T e e T
[ T N U N N e = N R - BN B e ) W ) B ~SU O TR NO R e

5

(3) provides evidence of the manner and extent
to which cryptocurrency payments would be more
likely to induce whistleblowers to come forward with
information than rewards paid out in United States
dollars or other forms of money or nonmonetary
1tems; and

(4) examines whether the Department’s use of
cryptocurrency could provide bad actors with addi-
tional hard-to-trace funds that could be used for

criminal or illicit purposes.

SEC. 4. AUTHORIZATION FOR DIRECTOR OF DIGITAL CUR-

RENCY SECURITY.

(a) APPOINTMENT.—Not later than 90 days after the

date of the enactment of this Act, the Secretary of State
shall appoint a Director of Digital Currency Security in

the Office of Kconomic Sanctions Policy and Implementa-

(b) DuTies.—The Director appointed pursuant to

subsection (a) shall be responsible for the following:

(1) Reviewing and analyzing the manner and
extent to which digital currencies are impacting the
United States sanctions regime.

(2) Assisting in the development of sanctions
policy and implementation that is resilient to the use

of digital currencies by malevolent actors.
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(3) Coordinating with the Office of Foreign As-
sets Control and the Financial Crime Enforcement
Network of the Department of the Treasury, as ap-
propriate, to share information and develop best
practices.

(4) Engaging with private sector actors to
broaden understanding of the digital currency eco-
system, further comprehend economic costs and ben-
efits, and encourage coordination and partnership in
isolating bad actors.

SEC. 5. REPORT ON BLOCKCHAIN TECHNOLOGY USAGE TO
ADDRESS UKRANIAN HUMANITARIAN NEEDS.

Not later than 30 days after the date of the enact-
ment of this Act, the Secretary of State, in coordination
with the Secretary of the Treasury and the Administrator
of the United States Agency for International Develop-
ment, shall submit to the Committee on Foreign Affairs
of the House of Representatives and the Committee on
Foreign Relations of the Senate an unclassified report on
the possible uses of eryptocurrencies or other technologies
incorporating blockchains to promote economic develop-
ment and provide humanitarian aid to Ukraine. Such re-
port shall also review and analyze ways in which tech-

nologies incorporating blockchains can—
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(1) assist in the care, support, or resettlement
of refugees and internally displaced persons from
Ukraine;

(2) address humanitarian access challenges and
ensure the effective delivery of such assistance to
persons from Ukraine;

(3) 1increase efficiency, accountability, and
transparency in the administration of humanitarian
aid provided by the United States to persons from
Ukraine;

(4) prevent corruption through the wuse of
“web3” technologies;

(5) improve access to capital; and

(6) bolster the efficiency and reliability of cross-

border remittances.

SEC. 6. REPORT ON THE EFFECTIVENESS AND ENFORCE-

MENT OF SANCTIONS.

(a) SENSE OF CONGRESS.—It is the sense of Con-

19 eress as follows:

20
21
22
23
24
25

(1) On March 9, 2022, President Biden issued
an HExecutive order outlining a national policy to
mitigate the risks, and harness the potential benefits
of, digital assets and distributed ledger technology.

(2) The growing development and adoption of

digital assets have created an urgent need for the
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United States to play a leading role in the global fi-
nancial system and facilitate technological innova-
tion.

(3) These developments have had significant
implications that pose risks to the financial stability
and national security interest of the United States,
including issues relating to privacy and surveillance.

(4) The United States Government must—

(A) ensure the efficacy and enforcement of
the United States sanctions regime by pre-
venting the misuse of digital assets, which can
facilitate transactions by Russian persons sub-
ject to sanctions;

(B) mitigate national security liabilities
and systemic financial risks posed by the mis-
use of digital assets by developing policy rec-
ommendations and addressing existing regu-
latory gaps; and

(C) maintain technological leadership to
promote U.S. global competitiveness and play a
leading role in the global governance of digital
assets.

(b) REPORT.—
(1) IN GENERAL.—Not later than 30 days after

the date of the enactment of this Act, the Secretary
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of State, in consultation with the Secretary of the
Treasury, shall submit to the appropriate congres-
sional committees a report assessing the manner and
extent to which digital currencies can affect the ef-
fectiveness and enforcement of United States sanc-
tions against the Russian Federation and against ac-
tors subject to sanctions relating to the Russian

Federation’s invasion of Ukraine.
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(2) MATTERS TO BE INCLUDED.—The report

required by paragraph (1) shall—

(A) describe any efforts by the Russian
Federation or persons subject to sanctions re-
lated to the Russian Federation’s invasion of
Ukraine to use digital assets to evade the sanc-
tions regime of the United States or its inter-
national allies and partners;

(B) describe any efforts by persons subject
to sanctions related to the Russian Federation’s
imvasion of Ukraine to use decentralized finance
technology or other similar technology to effect
transactions, including digital wallets, digital
asset trading platforms, and digital asset ex-
changes;

(C) assess how the use or adoption of dig-

ital currencies could undermine the national se-
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curity interests of the United States and impact
the efficacy and enforcement of sanctions and
anti-money laundering provisions;

(D) detail actions taken by the United
States to work with private sector actors to
combat the evasion of sanctions imposed by the
United States; and

(E) include recommendations for new legis-
lative and regulatory measures needed to
strengthen the ability of the United States to
prevent states, state-sponsored actors, and non-
state-sponsored actors from using digital cur-
rencies to evade sanctions imposed by the
United States.

(3) APPROPRIATE CONGRESSIONAL COMMIT-

TEES.—In this subsection, the term ‘“‘appropriate

congressional committees’” means—

(A) the Committee on Foreign Affairs of
the IHouse of Representatives;

(B) the Committee on Financial Services
of the House of Representatives;

(C) the Committee on Foreign Relations of
the Senate; and

(D) the Committee on Banking, IHousing,

and Urban Affairs of the Senate.
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(4) FOrRM.—The report required by paragraph
(1) shall be submitted in uneclassified form but may
include a classified annex.

O

*HR 7338 IH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2022-04-06T04:35:52-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




